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The Debate on Trust

@ Psychology & Sociology: social and work context
[Rotter, 1971, Lewis and Weigert, 1985, Shapiro, 1987].

@ Epistemology & Philosophy of Science: practical value,
testimony, expertise, integrity, philosophical debate on
knowledge, see e.g.

[Dalton, 2001, Faulkner, 2012, J. and L., 2012, Kosolosky, pear,
J. and Kosolosky, 2013, Hardwig, 1991, Audi, 1997]

@ Formal: first-order relation among agents ‘agent A trusts agent
B’ vs. second-order property ‘relation X between agent A and
agent B is trustworthy’, see e.g. [Castelfranchi, 2004,
Demolombe, 2004, Dastani et al., 2004, Herzig et al., 2010,
Kramer et al., 2012, Primiero and Taddeo, 2012]

@ Applications: propagation algorithms in networks
[Beth et al., 1994, Kamvar et al., 2003, Guha et al., 2004]
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This Work

Distrustful and mistrustful relations for channels of information
transmission:

@ distrust vs. mistrust

@ based on transmission of dis/misinformation (SSTI)

@ analyse rational behaviour on assessment of untrust

@ reasons for intentionality assessment postponed to study forms
of propagation
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An example

Bob: | checked the timetable, the train to Brussels leaves at
5pm.

Alice realizes that Bob does not remember that today the Railway
Network updates to the Spring time. He is transmitting unintentionally
false information, or misinformation. Alice decides to mistrust Bob’s
transmission. What then?
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An example

Bob: I regularly go to St. Pancras, the best way is to take a
cab.

Bob wants in fact Alice to miss her train and he wants her to stay in
London. He is telling her that the cab would be faster, while the Tube
would be. He is transmitting intentionally false information, or
disinformation. Alice decides to distrust Bob’s transmission. What
then?
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Procedures and Goals

A message (P, G):

P: | checked the timetable

G: the train to Brussels leaves at 5pm

P: I regularly go to St. Pancras

G: The best way to go to the station is to take a cab.
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2 ways of generating Untrustworthiness

@ Transmission with Errors:

» it contains a non-executable P
» it contains a non-attainable G,

@ Incomplete Transmission:
> it misses the procedure: <(Z),QZ

> it misses the goal: (P, {)
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Mistrust as contingency on complete transmissions

@ mp as a modal modifier

@ unintentionality induces a contingent truth for element(s) in the
pair;

@ Formally: negation over the state, non-distributing directly over
the pair;

—\OR <P7g> _'OR <P7g> _‘OR <'P7g>
°or(P’,G) or(P,g’) or(P",d’)
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Mistrust as contigency on complete transmissions

Bob transmits in (P, G) unintentionally false information.
Then Alice should infer that:

@ P is aprocedure correct for G', or
@ ¢ is valid through procedure P’, or
© there is a valid pair P', G’
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Back to the example: Correct Procedure, Invalid Goal.

Bob: | checked the timetable, the train to Brussels leaves at
5pm.

Alice: Bob checked before the update. The train might leave
at some other time.

Primiero (Ghent University) Distrust & Mistrust 5WPI 11/28



Mistrust as contingency on incomplete transmission
@ mpg as a modal modifier

@ unintentionality induces a contingent truth for the missing
element in the pair;

@ Formally: negation over the state, non-distributing directly over
the pair;

os(P,0) mg(os(P,0)) os(0,G) mg(es(0,G))
—og ((P,0)) —or ((0,G))

—or((P.0)  —or((0,9))
or(P,3G) °r(dP,G)
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Mistrust as contigency on incomplete transmissions

Bob transmits in {0, G) or (P, ®) unintentionally false
information. Then Alice should infer that:

@ there might be a correct procedure P for the transmitted
goal; or

© there might be a corresponding valid goal G for the
transmitted procedure;
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Back to the example: No Procedure, Invalid Goal.

Bob: [No Procedure]. The train to Brussels leaves at 5pm.

Alice: | do not know whether Bob has checked. | should
check. The train might leave at another time.
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Distrust as privative operator

@ dg as a privative modifier

@ intentionality induces the complement of the set generated by the
pair

@ Formal rules: Negation Introduction and Distribution over the
Content

OR—'<,P7g> OR—'<Pag> 0H"<P,Q>
or(—P,G) or(P,=G) op(—P,~G)
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Distrust as content privation on complete
transmissions

Bob transmits in (P, G) intentionally false information. Then
Alice should infer that:

@ P is a procedure correct for -G, or
@ ¢ is valid through procedure —P, or
Q there is a valid pair (-P,—G)
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Back to the example: Correct Procedure, Invalid Goal.

Bob: I regularly go to St. Pancras. The best way is to take a
cab.

Alice: Bob regularly goes to St. Pancras, he knows the best
way is not the cab.
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Distrust on incomplete transmission

@ dg as a privative modifier

@ intentionality induces the complement of the pair (for any
fulfilling)

@ Formal rules: Negation Introduction and Distribution over the
Content

OS<P,@> dR(OS<P7®>)

op=((P,0))) or((-P,¥G(=G)))
OR<_‘P7 _'g>
0s(0,9) dr(os(0,9)
or=((0,3)) or({(VP(=P), =G))
OFf(_'Pa _‘g>
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Distrust as content privation on incomplete
transmissions

Bob transmits in (P, ) or (9, G), intentionally false
information. Then Alice should infer that:

@ procedure P should not be considered correct; or
© goal G should not be considered valid;

Primiero (Ghent University) Distrust & Mistrust 5WPI 19/28



Back to the example: No Procedure, Invalid Goal.

Bob: [No Procedure]. The best way to the station is to take a
cab.

Alice: He offers no reason, | should trust none. The best
way to the station is not the cab.
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Some interesting properties

@ Reflexivity: agents can consider their own assumptions
untrustworthy;

@ Limited Transitivity: transitivity fails in general for untrustworthy
complete and incomplete transmissions;

@ Symmetricity: symmetricty fails for untrustworthy complete
transmission (with no double-games and public assessments)
and is restricted for incomplete transmissions;

@ Expertise: a layperson with no specific competence is but able to
mistrust an expert; on the other hand, only an expert (to some
sufficient degree) can distrust the content of a transmission.
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Related Work

@ Definition of Distrust and Mistrust Propagation by Error
Production in information channels;

@ Definition of Distrust and Mistrust for Cases of Expertise in
Scientific Contexts;

© Future Work: Risk, Doubt, Consensus reaching strategies by
error resolution.
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Thanks!

Questions? Remarks?
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